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Report on ASSETBASE system cross site scripting vulnerability

and release of security enhancement program

April 10, 2017

Thank you for using the IT asset management system ASSETBASE.

From the JPCERT Coordination Center, We received an indication of cross site scripting vulnerability that
exists in ASSETBASE Ver. 8.0 and earlier systems. We will inform you about the possible impact of this
vulnerability and measures and workarounds as follows.

In addition, we will inform you that we are releasing security enhancement program including measures
against this vulnerability on March 31, 2017.

Affected system

ASSETBASE Ver. 8.0 and earlier (*)
* Since the latest version at the present time will be Ver. 8.0, all systems under provision will be covered.

Description of vulnerability

A cross site scripting vulnerability exists in ASSETBASE's administrator portal site.

Possible impact

An arbitrary script may be executed on the web browser of the user logged in to ASSETBASE as an
administrator.

Countermeasure

Application of ASSETBASE security enhancement program released on March 31, 2017 is required.
The ASSETBASE cloud type service has already been applied, and measures have been completed.
For customers who have installed on-premise type system, we will inform you from our company.




Workaround

The effect of this vulnerability can be mitigated by implementing the following workaround until applying the
security enhancement program.

Do not access other websites while logged into the system.

Log off promptly after work is finished.

[Information]
Some web browsers have a function of countermeasures against cross site scripting (XSS), which can reduce
the effect of vulnerability.

There is XSS countermeasure in the next browser.
Microsoft Edge
Google Chrome
Safari
Internet Explorer *

There is no XSS countermeasure in the following browsers.
Mozilla Firefox

* Internet Explorer has XSS filter in the Internet zone enabled by default. However, since the setting of the XSS
filter in the local intranet zone is disabled, in an environment where the ASSETBASE server is in the intranet
zone, you can reduce the effect of vulnerability by enabling XSS filter.

Settings can be checked and changed on the "Internet Zone" or "Local Intranet" "Level Customization ..." in
"Security" tab of "Internet Options".

Make the setting in the "Enable XSS Filter" checkbox in the "Script" section.

The operation was confirmed with the latest version of the following browser.
Microsoft Edge
Internet Explorer 11
Mozilla Firefox 51
Google Chrome 56
Safari 10
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